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S
ecurity and risk management professionals
who read Risk UK will undoubtedly know
that the starting point for designing and

implementing a security programme needs be a
strategic assessment of risks and the potential
impact that loss of critical assets will have upon
the host organisation. Consideration will need
to be made of risks to facilities, personnel and
other physical assets, as well as less tangible
assets such as reputation.  
Put simply, without a structured assessment

of risk there’s the potential to miss some
threats, undervalue others and/or spend
money on mitigation measures that don’t
actually provide the requisite protection.
The complexity of analysis may vary from the

general qualitative or semi-qualitative risk
assessments used by the majority of
organisations through to the more complex
quantitative analyses employed for high value
assets or scenarios in relation to Critical
National Infrastructure. Based on these
analyses, a protective system will subsequently
combine a number of factors, including site
layout, building design, architectural and
physical measures, personnel, procedures and
technology invoked to mitigate risk and reduce
the identified vulnerabilities.
Responsibility for implementing physical

security commonly lies with the security
manager, perhaps linking with the IT
Department on integrating security systems or
liaising with the Human Resources Department
when it comes to personnel security issues.
However, as we all know, security is ‘easy’ and
a question of ‘simply’ putting up a fence, a
couple of gates, some cameras and a burglar
alarm and then paying an outsourced security
officer to open the gate and sign in visitors.
Without due consideration of physical

security as an integrated framework, and with a
set of complementary and balanced security
measures providing multiple layers of security,
there’s the potential that organisations may
leave themselves vulnerable, despite taking
what they believe to be adequate measures for
protection. In truth, this is where matters can
become somewhat complicated.

Balanced and effective system
As mentioned, the focus of many security
managers remains on the physical components
of a protection system – perimeter security,
Hostile Vehicle Mitigation (HVM), intruder
detection, CCTV, access control systems,

lighting, security personnel and so forth. With
this in mind, security professionals need to be
aware of how to decide on the requirements
needed for a balanced and effective system
that provides the coveted ‘defence in depth’
often depicted as the layers of an onion.
The protective capabilities and specification

of system components need to be based on a
careful assessment of site vulnerabilities,
associated adversary path analyses and a clear
understanding of exactly what’s required of
each system component – does it deter, detect,
delay or facilitate a response?
For example, the security practitioner may

need to consider how to achieve the desired
delay on a perimeter. Will they need the
ubiquitous chain link fence, palisade, paladin
or 358 welded mesh panels (‘prison mesh’)? Is
there a need for fence toppings such as barbed
wire? How high will the fence need to be – 2.4
metres, 3 metres or 3.6 metres?

Nature and character of the site
Also, throw into the mix the nature and
character of the site – a double-layered 3.6
metre-high security fence with barbed wire
topping may be a practical and effective
solution for an oil and gas installation in a high
risk location, but not an appropriate one for a
high net worth individual’s residence in a leafy
suburban environment.
Similarly, the selection of perimeter and

internal intruder detection systems will require
assessment of systems that may be based on
technologies such as microwave, active or
passive infrared, acoustic, buried cables or a
combination of complementary technologies.
Choosing an appropriate system will be

wholly dependent on identified threats and
considerations such as topography, adjacency
to potential interference by dint of nearby roads
and/or railways or perhaps the effects of
climate extremes.
Often seen as the panacea for all security

issues, CCTV cameras can proliferate if left
unchecked as project and business unit
managers sprinkle them liberally around sites
with little attention towards crime prevention
objectives. Sites often end up with some
beautifully clear and detailed images of locked
fire doors taking up so much bandwidth that
the IT Department strives to keep clear of all
things ‘security’ wherever possible.
The onion layers need to be carefully planned

and implemented in a systematic way. The
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process should start with the engagement of
relevant stakeholders to identify their needs.
An effective beginning is the development of

an Operational Requirement (OR) which will
methodically assess overall security
requirements, based on the security risk
analysis outcomes (some may refer to this
process as security masterplanning). This first
stage focuses on proposed solutions and
countermeasures such as perimeter intrusion
detection systems, HVM, lighting systems,
CCTV and access control.
At the second level, the functional

requirement of each component is then
assessed along with performance requirements
and potential constraints.
The output of this second phase isn’t a

technical specification, but rather an
assessment of functional need upon which a
specification can then be developed. It’s the
specification that will detail the type and height
of a fence, the rating of an HVM bollard or the
ballistic capabilities of a window system.

Sourcing appropriate systems
The OR/masterplanning process outputs cover
functional areas, constraints and performance
requirements as well as the identification of
success criteria. While indicating the type of
systems and components required, it doesn’t
choose which system or where to buy it from.
The designated project team will have to source
appropriate systems and equipment designed
to meet the functional requirements.
Procuring any product will require a detailed

analysis of what’s available on the market and
whether or not a product meets the desired
performance criteria. Part of the assessment
will include certification to the relevant national
or international standards (eg the various parts
of BS 1722 for fencing and EN 1143 for the
burglary resistance of safes and vaults) or
accreditation or classification from bodies such
as the Loss Prevention Certification Board (eg
LPS 1175 for intruder-resistant physical security
products), the CPNI (eg base, enhanced or
high) and Secured by Design (eg PAS 24).
While there may be support from business

units such as IT and facilities during the
tendering process, expectation will generally be
for the security function to advise on sourcing
appropriate technologies. The functional
requirements established during the OR
process will provide the basis for any
specification used during the procurement
phase, and guide the security practitioner as
they select systems, products and suppliers.
From personal experience, what’s noticeable

is that many private sector security

practitioners don’t necessarily have knowledge
of the OR framework, nor do they have an
understanding of how to confirm the protective
capabilities of security products. Principles
such as adversary path analysis are rarely
considered and fences, barriers and CCTV often
purchased ‘because that’s what we need’ or
‘that’s what we’ve been told to buy’, with little
consideration of deterrence, detection and
delay requirements and capabilities.
Many end users purchasing significant

capital items, such as surveillance systems, are
reliant on suppliers to provide their own
specifications without a thorough analysis and
understanding of system aims and objectives
and the required ‘fit’ with other systems.
Without an accurate specification based on

the information developed during the OR
process, it’s highly unlikely procurement will be
effective, leading towards the purchase of
systems or products that are unfit for purpose
and which provide a poor return on investment
(while also incurring additional costs).
It’s incumbent upon the in-house security

practitioner to ‘know their onions’ and ensure
they attain the relevant knowledge of system
components through training and study, or
otherwise engage with specialists to arrive at
proportionate and cost-effective solutions. 
If they choose not to do so, it could soon be

time for them to cry.
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Implementing Physical Security Programmes

“The functional requirements established during the OR
process will provide the basis for any specification used
during the procurement phase”


